Abstract-In this paper, a nonlinear observer based analytical redundancy methodology is presented for fault tolerant control of a steer by wire (SBW) system. A long-range predictor based on Diophantine identity has been utilized to improve the fault detection efficiency. The overall predictive fault tolerant control strategy was then implemented and validated on a steer by wire hardware in loop bench. The experimental results showed that the overall robustness of the SBW system was not sacrificed through the usage of analytical redundancy for sensors along with the designed FDIA algorithm. Moreover, the experimental results indicated that the faults could be detected faster using the developed analytical redundancy based algorithms for attenuating-type faults.
I. INTRODUCTION
It is clear that a major challenge for steer by wire (SBW) system is to reduce the cost and the number of hardware components (e.g. sensors) while maintaining safety and reliability. Model-based fault tolerant control has been investigated in several applications ( [2] [4] [5] [8] [11] [13] [15] ). However, most of these investigations focused on hardware redundancy based fault detection, isolation, and accommodation algorithms for aircraft applications as opposed to hardware experiments of analytical redundancies for automobile SBW systems. The objective of this research is to study the feasibility of an analytical redundancy based fault detection method for a SBW system through hardware-in-loop (HIL) based experiments instead of pure software simulation.
The analytical redundancy method discussed in this paper makes the following assumptions: the probability of two sensors failing simultaneously is much less than that for only one sensor failing. Similarly, the probability of three sensors failing simultaneously is much less than that for two sensors failing at the same time.
In simulation studies, it has been shown that the accuracy of the Fault Detection and Isolation Accommodation (FDIA) algorithm is not sacrificed by the reduction of the number of physical sensors when analytical redundancy provides the additional information needed for fault detection and isolation [2] .
The research methodology in this paper involves several parts. These parts are as follows:
• Construction of a simplified SBW system HIL bench with necessary hardware components.
• Development of control models for SBW system. These models involve:
-A modified 4th order vehicle model -A nonlinear observer model based on the vehicle model -A long range prediction model with different prediction horizons -An FDIA algorithm for sensor fault detection based on analytical redundancy.
Completion of the construction of the HIL bench for the SBW system (illustrated in Figure 1 ) involves:
• A steering wheel module with three angular sensors and one electric motor for haptic feedback.
• A rapid prototyping controller from dSPACE, MicroAutoBox Model 1401, which receives input signals from all angular sensors on the steering wheel, feedback signals from all angular sensors on the pinion of the rack and pinion assembly, sends commands to motor drivers and servo motors. And, all necessary wiring and cable devices between controllers, drivers, motors, and sensors.
• A set of two servo motors, Parker BE342KJ-K10N, the motor drivers, Parker OEM770T, and a set of gears and a gear box converting the servo motor's rotation into rack's linear motion.
• A rack and pinion assembly with fixture. The rack and pinion assembly is that of a Volkswagen SI-9281-9-2, which provides lateral movement of the steering system. Three angular sensors situated on the pinion provide the feedback signal to controller. And two springs with spring coefficient 2000 N/in are attached at both ends of the rack to simulate the road loads for the SBW HIL bench.
In the real vehicle, the road wheel friction force created at the contact patch of road and tire interface is transmitted to rack via front wheels. In building the HIL bench of the SBW system in this paper (Figure 1 ), the two springs replace the front wheels in order to generate the simulated force caused by front wheels contacting the road surface. The rack and pinion assembly was originally made for an electric power assist steering system (with pinion on top). In a closed-loop control system, there must be a feedback from the road wheel system (rack/pinion). Thus, the pinion angle measured via angle sensors is taken as the feedback signal for the closed-loop system.
In this research investigation, the proposed predictive analytical redundancy based FDIA algorithm and control system model are developed. These algorithms are then validated on the completed SBW HIL bench. The complete SBW HIL control system model used in this paper is illustrated in block diagram format in figure 2 . The model shows that the proposed fault tolerant control strategy is based on analytical redundancy via sliding mode observer, a long range predictor, and an FDIA algorithm based on majority voting. The pinion angle θ from estimated via sliding mode observer is passed to the long range predictor block. The predicted pinion angle is then checked by FDIA algorithm to isolate any sensor fault on the pinion. Ideally, the pinion angle should respond instantaneously when the steering wheel angle is sensed. But, due to the overall system dynamics in the observer and usage of low pass filters to reduce noise in the feedback signals, a delay is introduced in the pinion angle estimation by the observer. In order to reduce this delay, a long range predictor is used in the observer model which reduces this delay between steering wheel angle and pinion angle [2] . And, the observer in the overall model provides the information about other state variables inside the controller as well [7] [9].
Lastly, by taking advantage of MATLAB/SIMULINK modeling tool, the auto-code generator, and code-compiling functions provided by dSPACE, the steering system model, the modified vehicle model, the nonlinear observer, the predictor, and the FDIA algorithm were implemented in real-time environment. The generated real-time application was then downloaded into the dSPACE MicroAutoBox controller in order to validate the proposed fault tolerant control algorithms. Table 1 lists the main components used in SBW HIL construction. The overall road wheel portion (including rack and pinion) of the HIL bench is shown in Figure 3 . For the design and construction of mechanical components of the bench, each component was been modelled by using Pro/E Wildfire 3.0 and tested by using ANSYS 14.0 to check the maximum deformation within the material (steel). Once the construction of hardware was finished, all the electrical and electronic components of the HIL bench (listed in Table 1 ) were then connected using the pre-designed wiring diagram. The complete SBW system with the mechanical components, sensors, actuators, drivers, controller, laptop computer, and power supply is represented in Figure 4 .
II. SBW HARDWARE-IN-LOOP BENCH DESIGN AND CONSTRUCTION

III. OBSERVER, PREDICTOR, AND FDIA ALGORITHM
A majority of the theoretical developments for analytical redundancy can be found in references ( [2] , [7] ). A summary of the observer, predictor, and FDIA algorithms are presented below.
The overall vehicle and steering system model is given by the following equations ( [1] , [2] ):
where, β is the vehicle body side slip angle, r is the vehicle yaw rate at the center of gravity, θ is the steering angle at road wheel, C α,f & C α,r are cornering coefficients for the front & rear wheels respectively, a & b are distance between front & rear axles to the vehicle center of gravity respectively, m is vehicle mass, V is vehicle nominal velocity, I z is vehicle inertia in yaw direction, J is wheel inertia, t m & t p are mechanical and pneumatic trails respectively, km is the motor torque constant. The details of the above model equations can be found in [6] and is based on simplified single-track reduced order vehicle model (or bicycle model).
Sliding mode observers have exhibited robustness in estimating the state variables, particularly for time-varying systems and certain nonlinear systems [16] . Even though the steering and vehicle models have been linearized about an operating point, a more robust estimation cab be obtained via sliding mode observer since the real vehicle and steering systems possess time-varying and non-linear dynamics. Therefore, a sliding mode observer was designed based on the above vehicle model. The details of the developed sliding mode observer are described in ( [6] , [12] , [14] ) and hence skipped in this paper. A schematic of this observer is given in Figure 5 .
A long range prediction algorithm was designed based on Diophantine equation [3] in order to improve the fault detection speed for gradually degrading faults such as amplitude attenuating faults. This algorithm was then used to predict the future output (e.g. steering angle at road wheel) which was then utilized in the FDIA algorithm. The objective of this predictor is to reduce the latency in fault detection due to computational delays. A detailed account of this prediction algorithm can be found in [7] . Only prediction equation is stated here for reference (equation 2). )
[ ] where, t is current time, z -1 is the backward shift operator in z-domain, E j and F j are polynomials in Diophantine equation which are uniquely defined given the system characteristic polynomial A(z -1 ), ∆U is the system input. It is noted here that the predictor equation is based on discretized model of the system. An equivalent discrete-time model was obtained via an appropriate transformation with a sampling frequency of 1 kHz.
The fault detection, isolation, and accommodation algorithms (FDIA) are based on a majority voting scheme and are given in details in references [6] and [10] .
IV. EXPERIMENTAL RESULTS
The FDIA strategy used in this work is based on the majority voting algorithm. The majority voting is based on both physical and analytical sensors. Although a number of different fault types were considered in this research work (including transient, permanent, and incipient faults), only the results for one type of fault is presented in this paper: attenuating type soft fault ( Figure 6 ).
The vehicle parameters used in a previous work [7] has been adopted for the modified vehicle model in this research and is modeled in MATLAB/SIMULINK.
A validated sliding mode observer model was developed using the SBW HIL bench. The overall observer model along with the predictor is shown in Figure 7 with all the input/output relationships.
The ControlDesk software from dSPACE which provides the interface between MATLAB/SIMULINK model with the developed fault tolerant control algorithms and the real-time implementation on the selected prototyping controller from dSPACE (Microautobox model D1401) was used to run the validation experiments and collect data. After the SIMULINK control model was downloaded into D1401 microprocessor, the ControlDesk program is used to view and record various model parameters and input/output data. Additionally, other functions such as testing hardware with any control model, reporting state, etc. can be performed. A number of interfaces were built by using ControlDesk to test steering functionalities such as to move the rack, to test FDIA algorithms with different fault types, and to test the detection speed in detecting fault with different prediction horizons.
The main objective of the predictor in the proposed control system is to reduce the delay between input and system's response. If the predictor is removed from the overall FDIA algorithm, then the estimated road wheel steering angle from the observer is given by θ estimated . With the predictor in place, the predicted value of the estimated road wheel steering angle is given by θ predicted which would be equal to θ estimated when the horizon is zero (j = 0).
To see how the estimated road wheel steering angle tracks the desired value, these two variables are plotted in Figure 8 for sinusoidal steering wheel input. No prediction was used in the estimated road wheel angle (i.e. j = 0). It is noted that the time delay between θ desired and θ estimated is small but finite and that the estimated value tracks the input very well.
When the SBW system with the predictor (Figure 3 ) is used with different prediction horizons j, it is noted that a longer prediction horizon (higher value of j) makes θ predicted closer to θ desired . Thus, using long range predictor with longer prediction horizon can shorten the delay time between road wheel steering angle input and predicted road wheel steering angle output.
The FDIA algorithm is tested with transient faults, hard faults (persistent zero and constant phase shift), and soft faults (increased amplitude, attenuated amplitude and variable phase shift). With the proposed design of the FDIA algorithms and implementation in SIMULINK and dSPACE MicroAutobox with ControlDesk interface, the FDIA algorithm and data acquisition system are able to report the time when a fault occurs in a sensor, and when more than one sensor have fault.
To test transient faults and hard faults for the SBW system on the HIL bench, three manually operated switches were wired between the angular sensors on the pinion and D1401. Also, to simulate soft faults, SIMULINK blocks with signal-increasing, signal-attenuating, and phase-shifting functions were added into the sensor output read within the SBW HIL system model.
To test the attenuating-amplitude type fault to validate the FDIA algorithms, the ControlDesk interface creates a decreasing-amplitude fault with a selected θ sensor, and the timing of the fault detection flag from FDIA interface is then observed (Figure 9 ). The timing of the fault injection to the sensor output is also recorded. The fault detection time is obtained by subtracting the time stamp of fault injection from the time stamp of fault detection flag. After the test was completed, it is noted that attenuating-amplitude type fault is removed from the output of the FDIA block in the SIMULINK model ( Figure 10 ). It is also observed that the FDIA interface on ControlDesk updated the fault state ( Figure 9 ).
For this amplitude-attenuating type fault case scenario, the impact of the long range predictor with various prediction horizons is studied. Here the fault detection times are recorded for each prediction horizon selection. After completing the experiment with all selected prediction horizons (from 0 to 10 time steps in increments of 1 time step), the results for amplitude attenuating-type fault are shown in Figure 11 . It is clear that selecting higher number of horizon makes the FDIA algorithm report the fault faster, since the fault detection time decreases with increasing prediction horizon values. This result is similar to the ones tested in software-simulation experiments [7] .
V. CONCLUSIONS
Although automobiles with Steer-By-Wire systems are still limited to only prototypes without any near-term commercialization scenario, this research work shows that there is great potential in reducing overall number of redundant sensors in an SBW system via predictive analytical redundancy. In this paper, we developed analytical redundancy algorithms using a sliding mode observer and a long-range predictor that have been validated on a steer by wire hardware in loop bench. It has also been shown that overall robustness of the SBW system is not sacrificed through the usage of analytical redundancy based FDIA algorithms for SBW sensors. It is also shown that faults can be detected quicker and earlier with increased prediction horizon values using the developed prediction-based algorithm for attenuating-type faults. 
